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nttp://www.freebsd.org/

nandbook (/usr/share/doc/ja/books/handbook,
nttp://www.freebsd.org/ja/handbook/)

~AQ (/usr/share/doc/jalbooks/fag/,

nttp://www.freebsd.org/

[alFAQ/)
jal

nttp://www.|p.freebsd.org/



Why FreeBSD?

® FreeBSD isfree.
=

B =
m SN
H
m ports *BSD
FreeBSD
m OS binary patch
= OS

[ LIinux
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fix
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Helcorme to the FreeB5D installation and configuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you’'re interested in. Inwvoke an
option by pressing [EHNTER] or [TAB-EHNTER]1 to exit the installation.

EETT: Quick start — How to use this HMenu system
Begin a standard installation (recormmended)
Begin a gquick installation (for the impatient)
Begin a custom installation (for expertsl
Do post—-install configuration of FreeB3D
Installation instructions, README, etc.

Select keypboard tupe

Uienw~Set wvarious installation options

Enter repair mode with CDROMAf loppy or start shell
Upgrade an existing system

Load default install configuration

Glossary of functions

[sjelect 1 X Exit Install

The wirtual rmachine iz running. @ ':E:' I‘E




Custom I nstallation

A Hajime — Fre

File Power Settings Devicez Wiew Help
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This i= the custom installation menu. You may use this menu to specifu
details on the type of distribution you wish to have, wWwhere yvou wWwish
to install it from and how you wWish to allocate disk storage to FreeBSD.

Exit this menu (returning to prewvious)
Uienw-5et wvarious installation options
Allocate di=sk =pace for FreeB3D
Label allocated disk partitions
Select distribution(=s) to extract
Choose the installation media type
Perform any pending Partition~Label~-Extract actions

(SO T Cancel

The wirtual rmachine iz running. @ ':E:' I‘E




Distribution

File Power Settings Devicez Wiew Help

> L2 €7 (© e
Povwer Off Fezet Full Screen  Grab Input Suspend Help

As a convenience, wWwe provide several "'canned” distribution sets.

These =elect what we consider to be the Mmost reasonable defaults for the
tyupe of system in guestion. If vou rould prefer to pick and choose the
list of distributions vourself, simply select "Custon™. You can also
pick a canned distribution set and then fine—-tune it wWwith the Custom iten.

Choo=se an item by pressing [SPACE]l. HWhen ywou are finizhed, choose the Exit
item or press [ENTERI].

Exit this menu (returning to previous)
All =suystem sources, binaries and X Hindow System)
Reset =elected distribution list to nothing
Full sources, binaries and doc but no games
Sarme as above + X Hindow Systen
Full binaries and doc., kernel sources onlwy
Sarme as above + X Hindow System
Average user — binaries and doc only

(SO T Cancel

The wirtual rmachine iz running. @ ':E:' =




FreeBSD Configuration Menu
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If vou'wve already installed FreeBS5SD, vou may wuse this menu to customize
it somernhat to =suit your particular configuration. Most importantly,
vyou can use the Packages utility to load extra "3rd party”™

software not prowvided in the base distributions.

Install additional distribution =ets
In=tall pre—-packaged software for FreeB3I
Set the system Manager 's password

The di=zk Slice (PC—=style partition) Editor
The di=z=k Label editor

Add user and group information

Customize syustem console behawvior

Set which time zone you’'re in

Change the installation media type

Configure ypour mHmouse
Configure additional network serwvices

Select default system security profile

L ok 1 Cancel

The wirtual machine iz running.




Default system security profile

A Hajime — Fre

File Power Settings Devicez Wiew Help
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Each item in this list will set wWwhat it considers to
be "appropriate”™ wvalues in that category for various
security-related knob=s in ~etc-rc.conf.

Exit this menu (returning to previous)
Fairly wide-open (little) security.
Moderate =security settings [DEFAULTI.
Fairly =safe security settings.
Ugry restrictive security settings.

L Uk 1 Cancel

The wirtual rmachine iz running. @ ':E:' I‘E




system security = high
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File Power Settings Devicez Wiew Help
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High security settings hawve been selected.

This means that rmost "popular’ network services and
rmechanism=s like inetd(8) hawe been DISABLED by default.

PLEASE HOTE that this still does not sawve vou from having
to properly secure your system in other Wwavs or exercise
due diligence in wvour administration, this simply picks
a rmore secure set of out-of —box defaults to start wWwith.

To change any of these settings later, edit ~etcsrc.conf

(1d8% )

The wirtual rmachine iz running. @ ':E:' I‘E




system security = extreme
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Extreme security =setting=s hawve been selected.

This means that all "popular”™ netwuwork serwvices and
rmechanism=s like inetd(8) hawe been DISABLED by default.

PLEASE HOTE that this still does not sawve vou from having
to properly secure your system in other Wwavs or exercise
due diligence in wvour administration, this simply picks
a rmore secure set of out-of —box defaults to start wWwith.

To change any of these settings later, edit ~etcsrc.conf

(1d8% )

The wirtual rmachine iz running. @ ':E:' I‘E




boot



1=

m http://www.freebsd.org/|a/security/

m http://www.freebsd.org/releases/4.4R/errata.ht
mil

=
make all: make install

® kernel patch patch
kernel



kernel

Kernel config
nttp://www.freebsd.org/| a/ handbook/kernel config.
ntml
H
B Maxusers ( 128)
m 4 4-RELEASE
m bpf

® NMap snort Iplog bpf



kernel (cont.)

m options:
s SC DISABLE REBOOT
Syscons CTRL-ALT-DEL
m IPFILTER, IPFILTER_LOG
|p-filter
m TCP_DROP_SYNFIN
SYN+FIN (web server
)
m TCP_RESTRICT _RST
RS (DoS )
m ICMP BANDLIM
ICMP (DoS )

O fusr/src/sys/i386/conf/LINT



kernel

kern. I

Kern. i
Kern. i

(cont.)

" /etc/sysctl.conf ()

0C.Ssomaxconn=1024
NC.maxsockets=16384

nc.nmbclusters=65536

kern.maxfiles=32768
kern.maxfilesperproc=16424

® /boot/loader.conf ()
hw.ata.wc=1

hw.ata.tags=1
s 44-RELEASE hw.atawc=1



kernel (cont.)

# /etc/rc.conf

tcp _restrict _rst="YES"
tcp_drop _synfin="NO"




kernel (cont.)
Kernel securelevel
-1 (default)
O |singleuser -1 multi user 1
1 | mount raw /dev/mem,
/dev/ikmem write kernel module
load (Is-o
)
2 | mount raw write
unmount h
D ek dummynet




kernel (cont.)

® kernel securelevel (cont.)

kérn_securel evel enable="YES"
kern_securelevel="1"

O kern _securelevel="1" kernel
upgrade il
N kernel securelevel="-1"  reboot
m kernel
M kernel securelevel=1  reboot
m fileintegrity checker ?

m kerndl secureleve



user|and

&’ /etc/inetd.conf
= ftpd A Gl
m telnetd —h-U
|

m /etc/rc.conf  inetd flags="-wWI"

# One-Time Password
m telnetd  ftpd

s SKey OPIE
5 — SKey, RFC — OPIE
m FreeBSD SKey

. S/Key RFC



userland (cont.)

® /etc/rc.conf
0 daemon
m /etc/default/rc.conf

= /etc/login.conf
m _minpasswordlen=8:

® /etc/syslog.conf, /etc/newsyslog.conf

H
newsyslog.conf



TCP/IP

= ipfw
m FreeBSD
= MacOS X
m dummynet(4)
m nhetgraph(4)

m /etc/rc.firewall
firewall enable="YES"

firewall type="client"

(?)



TCP/IP (cont.)

= p-filter
O UNIX
m *BSD, Linux, Solaris, HP-UX, AlX, ...

O patch
m OpenBSD  ip-filter pf (packet filter)

m /etc/rc.conf ;
ipfilter_enable="YES"
ipfilter program="/sbin/ipf -Fa —f"
ipfilter _rules="/etc/ipf.rules"



I TCP/IP (cont.)

= ipfw  1p-filter
a ?




tcp wrapper

® /etc/hosts.allow

N Linux distrib.
PROCESS OPTIONS tcp wrapper
/etc/hosts.deny

hosts options(5)
m inetd, sendmail, portmap, ssh  tcp wrapper

m OS /etc/hosts.allow

( )
/usr/tmp/etc/hosts.allow



Canna - /etc/hosts.canna
|

m |ocahost
localhost
unix

unix  UNIX

= lpd - /etc/hosts.pd

" TCP/IP



® /etc/ipf.rules
m /usr/src/contrib/ipfilter/mkfilters

® ingress/egress filter rule
http://www.sans.org/dosstep/index.htm

m /etc/rcfirewall simple (ipfw)
m /usr/src/contrib/ipfilter/| PF.KANJI (ip-
filter)

® default allow? default deny?



[usr/ports/security/

anti-virus

® amavis-perl

m inflex

m drweb-sendmail (drweb.ru)

m gmail-scanner (gmail ports )

m arirang (web server)
m Nessus ( )

m saint ( )

= map (port scanner)



(cont.)

®IDS

m aafid

m Snort

m portsentry — portscan detector
® file integrity checker

m ade

m integrit

m tripwire ( Paled )

m 2.3.1-2 port
m chkrootkit




(cont.)

® password cracker/checker
= john
m crack
= |Ophtcrack
m cracklib
m checkpassword

® |og checker
= |logcheck
m Swatch



(cont.)

® openssh

m openssh-portable

m Ish (GNU ssh)

m zebedee

m cfs— cryptographic file system
® danger tools

m dsniff

® others
m Caroots



...and now, network Is battlefield.

# for more Info:

m http://www.jp.freebsd.org/
m http://www.st.ryukoku.ac.jp/~kjm/security/memo/




