
Class : Web Penetration

MSN Website Prone To SQL Injection Attacks

Vendor: MSN
Web Site Affected:http://msn.microsoft.se/adstat/msnstats/sweden/redirect.asp?
Type: SQL Injection
Severity: Critical
Date released: 15 September 2006

Description
A SQL Injection Vulnerability has been reported in the MSN Web site. The Vulnerability allows an attacker to run arbitrary
query on the MSN SQL server. It also reveals some crucial information regarding the database which includes Server name,
Database name, and Table name, etc.
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