
 Advisory Class : Web Penetration

Redirection Attacks  Jerked In ORKUT : Caveating Login Account

AbstrAct

There is another generic flaw is undertaken in gmail.This flaw persists in the login page and executes very
definitely.In this there is specific URL  request is crafted which redirects the Gmail web browser traffic to required
website which a attcker wants to visit.As a result of this the connection is made through the orkut servers rather
than the primary domain.The redirection is very successful and jumps to the destination.

Explanation:
The Orkut login account URL is underatken as :

The connection uses secure https protocol and defined Glogin.aspx but the done is the argument which redirects the acoount
login to the required destination account of orkut but after the login is successful.If one manipulates the done argument and
changes it another webiste the attack works very well.

The Login Works As :

If this login is successful then we set the URL for redirection as :

So the URL is fully crafted and lets see what the result is:

See the crafty redirection that is possible through the orkut.Attackers usually perform this to redirect traffic or apoofing their
identity.This is same rogue stuff with paypal and Ebay.Oh God Whats going on!!!

( C ) ZeroKnock



 There is another URL through which redirection attacks are possible.

Check this :

 You can see cleary the redirect argument . the redirection is possible here too.

 This is doen to ensure reliablity in community caveats..

 Security With Obscurity.

Aditya Sood [ ZeroKnock]
Independent Security Researcher

MetaEye Security
http://ZeroKnock.MetaEye.Org
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